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1 Introduction 
This guide is intended to help license traders effectively use the CTR system for creating 

and managing antimicrobial transactions in accordance with regulatory requirements. 

Inside this manual, users will find step-by-step instructions, best practices, and 

troubleshooting tips to facilitate easy navigation of the system. This guide is designed to 

deepen understanding and optimize platform experience. 
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2 User Management   

2.1 User Types  
Within the CTR system, Licensed traders will have three types of system roles:     

Role and 
Responsibilities  

Authorised User 
(AU) 

Alternative 
Authorised User 
(AAU) 

Company User 
(CU) 

Description Authorised User 
hold responsibility 
of all submitted 
records and require 
ensuring 
transactions are 
submitted 
promptly. This role 
shall be placed by 
managerial 
positions.  

Alternative 
Authorised User acts 
as a Company user 
normally. However 
Authorised User can 
transfer his/her role 
to Alternative 
Authorised User; 
Alternative 
Authorised User also 
allows to claim 
Authorised User role. 

Company user has 
the right to enter 
create transaction 
draft and require 
submitting them for 
approval by 
Authorised User. 

Transfer of 
Authorised User 
ownership right to 
Alternative 
Authorised User 

Y N N 

Right to be 
transferred as 
Authorised User 

N Y N 

Basic Maximum 
Number of user 
per Licensed 
Trader 

1 2 3 

Create new 
transaction draft 

Y Y Y 

Approve 
transaction draft 

Y N N 

Make change to 
approved 
transactions 

Y N N 

View, search & 
export all 
transaction 
records of own 
company 

Y Y Y 

View notification Y Y Y 
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2.2 How to Register an Authorised User Account 
The user Management module covers the journey of what it takes for the Licensed 
Traders to register on the CTR system and how to log into the system.  

 

2.2.1 Registering Authorised User Account  

This section covers how License Traders can register an account on CTR.  

Step 1 Click “Sign up now” in the login page 

Step 2 Fill in valid company information:  

a) License Number (XX/YY/ZZZZ or ML-01234) 

b) Business Registration Certificate Number (12345678-XXX) 

Click “Next”. 

Step 3 Verify company information and upload supplementary document(s):  

Business Registration Certificate (PDF/JPEG with less than 10MB)  

Organisational e-Certification (With file extension: “.p12”) [Optional] 

Fill in e-Cert PIN after e-Cert is uploaded. 

Step 4 Fill in Personal Information:  

a) Name (same as ID Card)  

b) Job Title  

c) Create User ID (for login purpose) 

d) Phone Number  

e) Organisation User Email (same as the one in e-Cert)  

f) Fax Number (Optional) to call  

Step 5 Verify the filled information. 

Step 6 Read & Accept Terms and Conditions. 

Step 7 Wait for a confirmation email with a submission reference code. 
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2.2.2 User Registration – Creating New Password  

This section covers how to create a password for CTR account once the registration is 
approved.  

Step 1 Once registration is approved, click “Create Password” from the received 
email.  

Step 2 Input new password twice and click “Submit”. 

*Password must be a minimum of 8 characters with a mix of uppercase 
letters, lowercase letters, numbers and symbols* 

Step 3 Click "Login" to return to the login page and use your new password. 
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2.3 User Login  
This section covers how registered and approved users can log into CTR via 2-Factor 
Authentication. There are 3 approaches: One-Time Password, e-certification, and iAM 
Smart authentication.  

Approach 1:  2 Factor Authentication (Login with One Time Password) 

Approach 2:  2 Factor Authentication (Login with e-Certification) 

Approach 3:  Login with iAM Smart. 

 

2.3.1 Login with One Time Password/ e-Certification 

This section explains logging in using a One-Time Password (OTP) or e-Certification. 

Step 1 Input User ID and Password, click “Login”. 

Step 2 Select one of the two factor authentications. (Method a/b) 

2a.    Choose “One Time Password” in the page. 

1. Enter 6 digits One Time Password (OTP) received in user’s registered 

email. (e.g. 123456) 

2. If haven't received OTP yet, click "Resend OTP (30s)" to request a new 

one. 

After 6 digits are entered, page will be redirected to landing page 

automatically. 

2b.    Choose “e-Cert” in the page (e-Certification) 

1. Upload e-Cert File [*Must be an PKCS#12 (.p12) file]. 

2. Enter e-Cert PIN. 

3. Click “Login” and direct to landing page. 
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2.3.2 Login with iAM Smart  

This section explains how to log in using iAM Smart. 

Step 1 Click “Login with iAM Smart”.  

Step 2 Redirect to login with iAM Smart page.  

Step 3 Scan the QR Code: 

1. Open the iAM Smart app on your mobile device. 

2. Click “QR code scanner” in the app and scan the QR code displayed 

on the website. 

Step 4 Direct to Landing page: 

4a.  If there is only one company associated with the account, the user will 

be automatically directed to the landing page. 

4b. If there are two or more companies linked to the same iAM Smart 

account, the user should select the desired one first. 
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2.4 User Login – Forgot Password 

This section covers how can user login and retrieve their account when the password is 
forgotten. 

Step 1 Click “Forgot Password” on top of password box. 

Step 2 Fill in the required information:  
a) User ID  
b) Email (user’s registered email address)  

Step 3 Pop up message will inform user a Reset Password email has been sent. 

Step 4 Click “Reset Password” from the received email.  

Step 5 Input new password twice, and click “Submit”. 
*Password must be a minimum of 8 characters with a mix of uppercase 
letters, lowercase letters, numbers and symbols*  

Step 6 After the pop-up message and email are displayed, the reset password can 
be used to log in. 
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2.5 User Login – Forgot User ID  
This section covers how users can retrieve their account when they forget their User ID. 

Step 1 Click “Forget User ID” on top of the User ID box.  

Step 2 Pop up message will inform user to contact Drug Office with authorised email 
to recover the username. 
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2.6 Landing Page  
This section shows what functions are there on the landing page of different user types. 

2.6 (1) Authorised user 

 

2.6 (2) Alternative Authorised User/ Company User 

  



   
 

16 
 

2.7 User: Account Settings  

This section covers what functions are there in settings.  

2.7 (1) My Profile   

This page contains personnel information as well as the information of their respective 
company. The status of iAM Smart authentication is also seen. Only certain information 
(Job title/ Phone Number/ Fax number) can be edited. To modify the other information, 
please contact Drug office. 
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2.7 (2) Change User Password  

User can change their password in account settings. Users first enter their current 
password then enter the new password twice to confirm change of password. User will 
be redirected to login page to login again after the password is changed.  

*Password must be a minimum of 8 characters with a mix of uppercase letters, 
lowercase letters, numbers and symbols* 
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2.7 (3) Bind with iAM Smart  

Users can bind to iAM Smart account to allow login with iAM Smart rather than One Time 
Password or e-Cert after successful binding.  

2.7 (3a) Binding  

Step 1 Click “Bind to iAM Smart now”.  

Step 2 Redirect to login with iAM Smart page.  

Step 3 Scan the QR Code: 
1. Open the iAM Smart app on your mobile device. 
2. Click “QR code scanner” in the app and scan the QR code displayed 

on the website. 

Step 4 After the pop-up message and email are displayed, user’s account is bound 
successfully to “iAM Smart”. 
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2.7 (3b) Unbinding  

Step 1 From the side menu of Account Settings, click “Bind your “iAM” to access 
page of Unbind your “iAM Smart”. 

Step 2 Click ‘Unbind “iAM Smart” now’. 

Step 3 After the pop-up message and email are displayed, user’s account is 
unbound successfully to “iAM Smart”. 

 

 

 

 

 

 

 

 

  



   
 

21 
 

2.7 (4) Bind with e-Cert  

Users can bind to e-Cert to allow login with e-Cert rather than One Time Password or iAM 
Smart after successful binding.  

2.7 (4a) Binding 

Step 1 From the side menu of Account Settings, click ‘Bind your “e-Cert”’. 

Step 2 Upload your e-Cert file. 

Step 3 Fill in your e-Cert Pin. 

Step 4 Click “Submit”. 

Step 5 After the pop-up message and email are displayed, user’s account is bound 
successfully to “e-Cert”. 
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2.7 (4b) Unbinding 

Step 1 From the side menu of Account Settings, click ‘Bind your “e-Cert”’. 

Step 2 Click ‘Unbind your “e-Cert” now’. 

Step 3 After the pop-up message and email are displayed, user’s account is 
unbound successfully to “e-Cert”. 
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2.7 (5) Server Token  

Authorised users can generate/ terminate/ regenerate a one-time server token of 128 
number digits for API connection to authenticate requests. 

2.7 (5a) Generate Token 

Step 1 Access Account Settings, click “Generate Server Token” from the side menu. 

Step 2 Click the green "Generate Token" button to create a one-time server token 

consisting of 128 characters. 

* Token can only be copied after pressing the "Copy" button. 

* Token will not be displayed again once the user leaves the current page. 

* Token will expire after 90 days. 
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2.7 (5b) Regenerate Token 

Token would not be displayed when user leave the page and re-enter the page again. User 
will have to regenerate a token and terminate their current one.  

Step 1 Get back to the “Generate Server Token” page. 

Step 2 Click “Regenerate Token” underneath the terminate current token button. 

Step 3 Confirm regeneration. 

***New token will appear. Please copy and save again. 
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2.7 (5c) Terminate Token 

End or deactivate a token to revoke its access or functionality within the system. 

Step 1 Get back to the “Generate Server Token” page. 

Step 2 Click “Terminate Token”.  

Step 3 Confirm termination. 
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2.7 (6) Account Log out  

Users can sign out of account in account settings page.  

Step 1 Click “Sign out account” from the account settings page.  

Step 2 Confirm sign out.  
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2.8 Authorised User: Add company user  

This section guides authorised users to add/ approve company users to the system.  

Step 1 Click “User Management” in landing page. 

Step 2 Click “+ Create User” on the top right-hand side of the page. 

Step 3 Fill in the account information:  
a) Personnel name  
b) Job Title  
c) Phone number 
d) Company user email  
e) User ID  
f) Fax Number (optional)  

Step 4 Preview application information. 

Step 5 Submit and confirmation. 

Applicant (New company user) will receive a “Create password email”. 
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2.9 Authorised User: Edit Company Account  

Step 1 In user management, select the target user on the left-hand side.  

Step 2 In “Action”, click ‘Edit”.  

Step 3 Edit selected information:  
Job title / Phone / Fax Number  

Step 4 Save and confirm the changed information.  
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2.10  Authorised User: Activate/ Disable User  

2.10 (1) Authorised User: Disable User 

Step 1 In active list of user management, select the target user on the left-hand side.  

Step 2 In “Action”, click ‘Disable user’. 
Need to provide reason for disabling user. 

Step 3 Provide reason for disabling user. 

Step 4 Confirm action. 

*Will have an Email Notification of Disable. 
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2.10 (2) Authorised User: Activate User 

Step 1 In disabled list of user management, select the target user on the left-hand 
side.  

Step 2 In “Action”, click ‘Activate user’. 

Step 3 Confirm action. 

Will have an Email Notification of Activation. 

If there are already three active company users, the activation will not be successful. In 
this case, a pop-up message will appear, notifying you of the limitation. 
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2.11  User Role conversion 

2.11.1 Transfer User Role (Performed by AU) 

2.11.1 (1) Authorised User (AU): Transfer User Role 

Step 1 In active list of user management, select the target user on the left-hand side.  

Step 2 In “Action”, click “Transfer Role”. 

Step 3 Provide reasons of role transfer. 

Step 4 Confirmation 

Upon completing the role transfer, both users will be logged out of the system. They can 
log back in to view the changes in their roles, access permissions, and receive an email 
notification confirming the role transfer. 
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2.11.1 (2) Alternative Authorised User (AAU): Receive the Transferred Role 

 

Condition 1: Role Transfer with Online Opponent 
When an authorized user transfers a role to another user (referred to as the "opponent" 
or AAU), the opponent (the user receiving the role) is online at the time of the transfer. 

Step 1 Click “Log out” on a pop up message. 

Step 2 Login 

Step 3 Receive a notification. 

 

Condition 2: Role Transfer with Offline Opponent 
An authorized user attempts to transfer a role to another user (the opponent) who is 
currently offline. 

Step 1 Login  

Step 2 Receive a notification. 
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2.11.2 Claim Authorised User Right (Performed by AAU) 

2.11.2 (1) Alternative Authorised User (AAU): Claim User Role 

Step 1 In user management, select an active authorised user on the left-hand side.  

Step 2 In “Action”, click “Claim Authorised User Right”. 

Step 3 Provide reasons of role change. 

Step 4 Confirmation 

 



   
 

37 
 

2.11.2 (2) Authorised User (AU): Role Conversion Notification 

Condition 1: Claiming Rights from an Online Opponent (AU) 
When an alternative authorized user claims right from an authorized user (referred to as 
the "opponent”), the opponent (the user changed the role) is online during the process. 

Step 1 Click “Log out” on a pop up message. 

Step 2 Login 

Step 3 Receive a notification. 

 

Condition 2: Claiming Rights from an Offline Opponent (AU) 
When claiming rights from an Authorized User (referred to as the "opponent") who is 
currently offline, the opponent will receive a notification of role change after login. 

Step 1 Login  

Step 2 Receive a notification. 
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2.12 User Logout  
This section covers how users can log out/ sign out of their account.  

2.12 (1) Method 1: From Landing page  

Step 1 Click on profile icon. 

Step 2 Click “Logout”. 

Step 3 Confirmation of sign-out. 

 

 

2.12 (2) Method 2: In Account Settings Page  

*See “2.7 (6) Account Log out” in Account settings*  
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3 Module 2: Transactional And Inventory Management 

This module covers how can users create transactions and what transaction data needs 
to be recorded. 

 

3.1 Transaction Type and Transaction Nature  
There are two types of transactions nature in scope: Transactions -IN and Transactions-
OUT. Transactions IN implies any antimicrobial products that are received by Licensed 
Traders; Transactions OUT implies transactions related to antimicrobial products that 
are supplied by the Licensed Traders.   
 

There is different transaction nature of In and Out as outlined in the table: 

  MANUFACTURER 
(ML) 

MANUFACTURER 
REPACAKAGER 

(7A) 

WHOLESALE
R (2A) 

PHARMARCY 
(4A) 

Transaction 

 IN 

Import  

Wholesale   

Return  

Manufacture  

Import  

Wholesale   

Return  

Manufacture  

Import  

Wholesale  

Return   

  

Wholesale  

Return  

  

Transaction 

 OUT 

Export  

Wholesale  

Damage  

Dispose  

Retention   

Return  

Export  

Wholesale   

Damage  

Dispose  

Retention   

Return  

Export  

Wholesale  

Damage  

Dispose  

Retention  

Return  

Dispense 

Wholesale  

Damage  

Dispose 

Retention  

Return  

 

Import   
Import refers to a transaction where licensed trader processes a Signed Import License, 
importing products from overseas suppliers.   
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Export  
Export refers to a transaction where licensed traders process a Signed Export Licensee, 
exporting products abroad.   

 

Manufacture  
Manufacture refers to transactions where licensed traders produce their own products.  

 

Wholesale  
Wholesale refers to a transaction where licensed traders supply or distribute products 
to another licensed trader.   

 

Dispose  
Dispose refers to any licensed traders getting rid of the products by disposing in 
accordance with Environmental Protection Department, due to the product being 
damaged, or is expired etc. When this occurs, documentary evidence will be required for 
licensed traders to support the disposal process and a disposal reference code will be 
shared which is required to be submitted to the CTR system as a record.   

 

Damage  
Damage refers to any antimicrobial products that are damaged and destined for 
disposal.   

 

Retention  
Retention refers to any antimicrobial products that are kept for retention purposes and 
kept by the Licensed Trader for a certain period of time for legal or specified intention.   

 

Return  
Return refers to any licensed traders who return the drugs to their counterparty/supplier. 

 

Dispense 
Dispense refers to pharmacies (a specific licensed trader with 4A license type) to record 
the dispense transactions with patients. 
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3.2 How to Create New Transaction Draft  
There are 3 ways of data entry:  

Approach 1:  Direct Web Entry  

Approach 2:  CSV Upload through CTR Website 

Approach 3:  Application Programming interface (API) 

 

3.2.1 Direct Web Entry 

CTR direct entry is an approach where users can enter their transactional and inventory 
data through CTR web interface directly.  CTR System will perform data validation on the 
data entry by users.    

 

This function enables Licensed Traders to create a new transaction record and view any 
draft transaction records in draft. This section covers how each type of LT (2A/4A/7A/ML) 
can record their transaction and what is needed to be recorded and filled in. 

 

3.2.1.1 General Steps 

3.2.1.1 (1) Create new transaction draft  

Step1 Go to Transaction Draft Preparation page, you may 
Click “Transaction Draft Preparation” from Landing page. Or 
 
from the top side menu, click “Transaction Management” and select 
“Transaction Draft Preparation”. 

Step 2 
 

In Transaction Draft Preparation page, click “+ New Transaction Draft” to 
create a new draft. 

Step 3 Review user’s respective organisational information, then click “Next Step” 
to enter the further transaction details. 
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3.2.1.1 (2) Transaction Nature Selection  

3.2.1.1 (2a) If the transaction is late for submission (over 7 days) 
Step 1 Select a transaction date over 7 days, click “Next” from the pop up 

message. 

Step 2 Enter the reasons for late submission and click “Submit”. 

Step 3 
 

Click “Next Step” and follow the transaction nature to finish the rest of 
steps until Transaction Preview. 

*After finishing the submission, if redirected to Transaction Record, approved drafts 
with late submission are highlighted in red.   
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3.2.1.1 (2b) If the transaction submitted within 7 days 

Step 1 Select a transaction date within 7 days and fill in the valid information, 
click “Next Step”. 

Step 2 
 

Follow the transaction nature to finish the rest of steps until Transaction 
Preview. 

Step 3 
 

Finish the submission. 
1. Click “Submit” or “Submit for Approval”. 
2. Click “Confirm” from a pop up message. 
3. Click “Confirm” again from another pop up message. 

* After submission, if redirected to Transaction Record, approved drafts with normal 
submissions will appear in white and green. 
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3.2.1.1 (3) Product Selection 
User can choose the desired product from the available options to proceed with your transaction. 

Step 1 Filling in Search and select a product from the option “Search Your 
Product” 
Search your product by text/ number. 
Click the product from the option list. 
 
If have multiple products, can click “+ add” for the product addition.   

Step 2 
 

Input or select a batch number. If input a new one, please follow 1-3 to 
create. 

1. Click the option field “Input/ Select Batch Number”. 
2. Click “+ Create New Batch Number”. 
3. Fill in a batch number. 

Step 3 
 

Input or select pack form. If input a new one, please follow 1-5 to create. 
1. Click the option field “Input/ Select Pack Form”. 
2. Click “+ Create New Pack Form”. 
3. Fill in the pack size. 
4. Select the pack unit. (If not default, need to select.) 
5. Select the outer pack. 

Step 4 Fill in “Quantity in Pack” and “Loose Quantity”. 
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3.2.1.1 (4) Transaction Preview 

Transaction Preview feature allows users to view a summary of transaction details before 
finalizing any edits or submissions, ensuring accuracy and clarity. 

Step 1 On Transaction Preview step, verify all the details and finish the 
submission. 
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3.2.1.1 (5) Submit Transaction Draft  

Users can submit a transaction draft based on their assigned roles, which may determine 
the level of access and approval required for finalizing the transaction. 

3.2.1.1 (5a) If you are Authorised User 
Step 1 On Transaction Preview step, click “Submit”. 

Step 2 
 

Acknowledged by pop up window with message “Confirm to submit this 
draft?”, click “Confirm” to finish the submission. 

Step 3 Acknowledged by pop up window with message that the submitted draft 
will be shown in Transaction Record. Click “Confirm”. 

*The draft submitted by Authorised User will be defined as “approved” transaction 
directly, and it can be found on the Transaction Record page. 
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3.2.1.1 (5b) If you are Alternative Authorised User/ Company User 
Step 1 On Transaction Preview step, click “Submit for Approval”. 

Step 2 
 

Acknowledged by pop up window with message “Confirm to submit the 
draft for approval?”, click “Confirm” to finish the submission. 

Step 3 Acknowledged by pop up window with message "Draft has been 
submitted. Approved transaction will be shown in Transaction Record.” 
Click “Confirm”. 

* The draft submitted by Alternative Authorised User/ Company User will be defined as 
“Pending approval” transaction, and it can be found on the Transaction Draft Preparation 
page.  
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3.2.1.2 Create new transaction with different transaction nature 

Transaction 

Type 

   License Type 

Transaction Nature 

2A  
(Wholesaler) 

4A 
(Pharmacy) 

7A 
(Manufacturer 

repackage) 

ML 
(Manufacturer) 

 
 

IN 

Wholesale ✓ 

Return ✓ 

Import ✓  ✓ ✓ 

Manufacture  ✓ ✓ 

 
 
 
 

OUT 

Dispose ✓ 

Damage ✓ 

Retention ✓ 

Wholesale ✓ 

Return ✓ 

Export ✓  ✓ ✓ 

Dispense  ✓   
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3.2.1.12(1) 2A/4A/7A/ML - IN/OUT - Wholesale 

Step 1 Refer to 3.2.1.1 (1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid 
information: 

a) Transaction date (within 7 days) 
b) Transaction type (IN/OUT) 
c) Transaction nature (Wholesale) 
d) Reference number  

Then, click “Next Step”. 

Step 3 
 

If redirected to Supplier Selection, select supplier type, search supplier, 
and click “Next Step”. 

Step 4 
 

If redirected to product selection, please refer to 3.2.1.1 (3) “Product 
Selection” to fill in the valid information and click “Next Step”.   

Step 5 
 

If redirected to Transaction Preview page, verify all the details and finish 
the submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (2) 2A/4A/7A/ML - IN/OUT – Return 

Step 1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid 
information: 

a) Transaction date (within 7 days) 
b) Transaction type (IN/OUT) 
c) Transaction nature (Return) 
d) Transaction Remark 
e) Reference number 

Then, click “Next Step”. 

Step 3 
 

If redirected to Supplier Selection, select Return Party type, search 
Return Party, and click “Next Step”. 

Step 4 
 

If redirected to product selection, please refer to 3.2.1.1 (3) “Product 
Selection” to fill in the valid information and click “Next Step”.   

Step 5 
 

If redirected to Transaction Preview page, verify all the details and finish 
the submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (3) 2A/7A/ML - IN – Import 

Step 1 Refer to 3.2.1.1 (1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid 
information: 

a) Transaction date (within 7 days) 
b) Transaction type (IN) 
c) Transaction nature (Import) 
d) Reference number (IE License number, E.g.: IE201902170890)  

Then, click “Next Step”. 

Step 3 
 

If redirected to the foreign exporter information, double check that 
organisation name and address is correct, and click “Next Step”. 

Step 4 
 

If redirected to product selection, please refer to 3.2.1.1 (3) “Product 
Selection” to fill in the valid information and click “Next Step”.   

Step 5 
 

If redirected to Transaction Preview page, verify all the details and finish 
the submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (4) 7A/ML - IN – Manufacture 

Step 1 Refer to 3.2.1.1 (1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid 
information: 

a) Transaction date (within 7 days) 
b) Transaction type (IN) 
c) Transaction nature (Manufacture) 
d) Reference number 

Then, click “Next Step”. 

Step 3 
 

If redirected to product selection, please refer to 3.2.1.1 (3) “Product 
Selection” to fill in the valid information and click “Next Step”.   

Step 4 
 

If redirected to Transaction Preview page, verify all the details and finish 
the submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (5) 2A/4A/7A/ML - OUT – Dispose 

Step1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid information: 
a) Transaction date (within 7 days) 
b) Transaction type (OUT) 
c) Transaction nature (Dispose) 
d) Transaction Remark 
e) Reference number  

Then, click “Next Step”. 

Step 3 If redirected to EPD, click “Next Step”. 

Step 4 If redirected to product selection, please refer to 3.2.1.1(3) “Product 
Selection” to fill in the valid information and click “Next Step”.   

Step 5 
 

If redirected to Transaction Preview, verify all the details and finish the 
submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (6) 2A/4A/7A/ML - OUT – Damage 

Step1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid information: 
a) Transaction date (within 7 days) 
b) Transaction type (OUT) 
c) Transaction nature (Damage) 
d) Transaction Remark 
e) Reference number  

Then, click “Next Step”. 

Step 3 
 

If redirected to product selection, please refer to 3.2.1.1(3) “Product 
Selection” and “Sample for Product Selection” to fill in the valid information 
and click “Next Step”. 

Step 4 If redirected to Transaction Preview, verify all the details and finish the 
submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (7) 2A/4A/7A/ML - OUT – Retention 

Step1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid information: 
a) Transaction date (within 7 days) 
b) Transaction type (OUT) 
c) Transaction nature (Retention) 
d) Transaction Remark 
e) Reference number  

Then, click “Next Step”. 

Step 3 
 

If redirected to product selection, please refer to 3.2.1.1(3) “Product 
Selection” and “Sample for Product Selection” to fill in the valid information 
and click “Next Step”. 

Step 4 If redirected to Transaction Preview, verify all the details and finish the 
submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (8) 2A/7A/ML - OUT – Export 

Step 1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid information: 
a) Transaction date (within 7 days) 
b) Transaction type (OUT) 
c) Transaction nature (Export) 
d) Reference number (IE License number, E.g.: IE201902170890) 

Then, click “Next Step”. 

Step 3 
 

If redirected to the consignee information, double check that organisation 
name and address is correct, and click “Next Step”. 

Step 4 If redirected to product selection, please refer to 3.2.1.1(3) “Product 
Selection” and “Sample for Product Selection” to fill in the valid information 
and click “Next Step”. 

Step 5 
 

If redirected to Transaction Preview page, verify all the details and finish the 
submission.  
Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.1.12 (9) 4A - OUT – Dispense 

Step 1 Refer to 3.2.1.1(1) Create new transaction Draft. 

Step 2 If redirected to Transaction Nature Selection, fill in the valid information: 
a) Transaction date (within 7 days) 
b) Transaction type (OUT) 
c) Transaction nature (Dispense) 
d) Reference number  

Then, click “Next Step”. 

Step 3 
 

If redirected to product selection, please refer to 3.2.1.1(3) “Product 
Selection” and “Sample for Product Selection” to fill in the valid information 
and click “Next Step”. 

Step 4 If redirected to Prescription Record, fill in the valid information: 
a) Date of prescription 
b) Prescription number 
c) Name of prescriber 
d) Patient’s name (Must be same as your identification document) 
e) Patient’s address 
f) Prescriber’s instructions 
g) Identity Document Type (Optional) 
h) Identity Document Number (Optional) 
i) Date of birth (Optional) 
j) Gender (Optional) 

Step 5 
 

If redirected to Transaction Preview, verify all the details and finish the 
submission. Please refer to 3.2.1.1 (5) Submit Transaction Draft. 
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3.2.2 CSV Upload through CTR Website   

CTR allows the user to prepare the transaction record in a CSV file offline and then upload 
it into CTR in one go. In this approach, a CSV file with a maximum of 100 transactions can 
be uploaded. 

For using approach 2: CSV Upload through CTR Website approach, please refer to 
instruction guide “CSV File Upload Specification v4.0”. 

 

License Traders Drug Dealers Search can be found from the below: 

 

https://www.drugoffice.gov.hk/eps/do/tc/consumer/search_drug_dealers2.html 

 

  

https://www.drugoffice.gov.hk/eps/do/tc/consumer/search_drug_dealers2.html
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3.2.2.1 Page of CSV Upload   

This section shows what functions are there on the page of CSV upload. 
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3.2.3 Application Programming interface (API)     

CTR Application Programme Interface (API) is an approach in which enables Licensed 
Traders system to connect to CTR system directly. Licensed Trader can upload their 
transactional data onto CTR system through an API that CTR would offer. This requires 
technical change from Licensed Traders side.    

 

User can use a CTR pre-defined excel template to upload certain type of transaction 
records on the CTR system. Users need to populate all the required entries in the 
expected format and upload it on the CTR System, a single day of transactions per excel 
file.   

 

For using API approach, please refer to instruction guide “CTR - API Specification v2.0.4”.  
Also download the material zip folder named “CTR - API Reference File”. 
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3.3 Transaction Status and List 

3.3.1 Transaction Draft Preparation 

3.3.1 (1) Status of transaction draft 

There are different transaction statuses that apply to various roles, as outlined in the 
table below: 

Role and 
Responsibilities 

Authorised User Alternative Authorised User & 
Company User 

Status of 
Transaction 
Draft 

• Draft – Incomplete 
• Draft – Complete 
• Rejected 

• Draft – Incomplete 
• Draft – Complete 
• Withdrawn 
• Pending Approval 
• Rejected 

Draft – Incomplete 
This status indicates that the transaction draft is not fully completed, as not all required 
information has been filled in. 

 

Draft – Complete 
This status signifies that the draft has been fully completed but has not yet been 
submitted or submitted for approval.  

 

Withdrawn  
This status is visible only to Alternative Authorized Users or Company Users. When a draft 
is marked as Withdrawn, it indicates that the draft was previously in Pending Approval 
status but has since been retracted. This allows the user to modify the draft as needed. 

 

Pending Approval 
This status is visible only to Alternative Authorized Users or Company Users. It indicates 
that the drafts have been submitted but have not yet received approval from an 
Authorized User. 

 

Rejected 
This status applies to drafts that have been reviewed and not approved. 
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3.3.1 (2) Status Lists of Transaction Draft 

Each status has its own dedicated list.  

 

Table tab: Draft – Complete/Withdrawn: 

Drafts with the status of Draft – Complete or Withdrawn will also appear in the “Draft – 
Complete/Withdrawn” list. 

 

Table tab: Other’s Drafts: 

There is a separate list called 'Other’s Drafts' that displays drafts created by other staff 
members within the same company, allowing users to view and manage collaborative 
work effectively.  

 

3.3.1 (2a) Authorised user 

 

 

3.3.1 (2b) Alternative Authorised user/ Company User 

 
 
 
 

3.3.2 Transaction Record 

3.3.2.1 Transaction Change Log 

Once Change: Transaction is only modified once after its initial completion. 

Multiple Changes: Edit and update the details of a single transaction multiple times.  
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3.3.2.2 Authorised User: Edit Approved transaction 

This section guides authorised users to edit approved transactions in the Transaction 
Record. 

Step 1 Access transaction details in transaction record. 

Step 2 Click “Edit”. 

Step 3 Update the information as required by the user. 

Step 4 Submit the edited transaction. 

Step 5 Provide reasons of change. 

* If the approved transaction was reconciled, will not be able to be edited. 

There is no ' Save Draft ' option when editing a transaction from the transaction record.  

Any changes made must be submitted immediately, accompanied by a reason for the 
modification.  
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Once the transaction is edited and submitted, a change log will be generated and 
displayed in the transaction details for user reference. 
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3.4 Actions: Transaction Draft Preparation  
This section shows what actions can be done in the Transaction Draft Preparation page.  

 

3.4 (1) Copy as New Draft 

This subsection covers how to copy a draft/ record.  

Step 1 On Transaction Draft Preparation page, select the draft by clicking the 
checkbox on the table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Copy as New Draft”. 

* New cloned draft will appear on the top with the current time. 



   
 

89 
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3.4 (2) Submit  

This subsection covers how to submit completed drafts for approval as an Alternative 
Authorised User/ Company User. 

3.4 (2a) Method 1: From the table 

Step 1 On Transaction Draft Preparation page, select the draft with status 
“Draft- Complete” by clicking the checkbox on the Draft-Complete table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Authorised User: Choose “Submit”. 
Alternative Authorised User/ Company User: Choose “Submit for 
Approval”. 

Step 4 Confirmation for submission. 

* The draft submitted by Alternative Authorised User/ Company User will be defined as 
“Pending approval” transaction, and it can be found on the Transaction Draft Preparation 
page. 

* The draft submitted by Authorised User will be defined as “approved” transaction 
directly, and it can be found on the Transaction Record page. 
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3.4 (2a) Method 2: In Transaction Detail Page    

Step 1 On Transaction Draft Preparation page, on the Draft-Complete table, 
click into the draft.  

Step 2 
 

If redirected to Transaction Detail page of this draft, verify all the details 
and click the submit button to submit. 

Step 3 Acknowledged by pop up window with message, click “Confirm” to 
submit the draft. 

Step 4 Confirm for successful submission. 

* The draft submitted by Alternative Authorised User/ Company User will be defined as 
“Pending approval” transaction, and it can be found on the Transaction Draft Preparation 
page. 

 

* The draft submitted by Authorised User will be defined as “approved” transaction 
directly, and it can be found on the Transaction History page. 

 

Please refer to 3.2.1.1(5) Submit Transaction Draft.   
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3.4 (3) Edit Drafts 

The following subsection covers how to edit an incomplete transaction draft. 

Step 1 On Transaction Draft Preparation page, select the draft with status 
“Draft- Incomplete” or “Draft- Complete” by clicking the checkbox on the 
table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Edit”. 
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3.4 (4) Delete  

This subsection covers how to delete drafts/ records.  

Step 1 On Transaction Draft Preparation page, select the draft by clicking the 
checkbox on the table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Delete”. 

Step 4 Confirmation for delete. 
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3.4 (5) Withdraw Pending Approval Transaction  

This subsection covers withdrawing a pending approval transaction for Alternative 
Authorised Users/ Company Users.  

Step 1 On Transaction Draft Preparation page, select the “Pending Approval” 
transaction by clicking the checkbox on the table with tab “Pending 
Approval”. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Withdraw”. 

Step 4 Confirmation for withdraw. 

* The “Withdraw” transaction will show in Transaction Draft Preparation page, on table 
with tab “Withdraw”. *And the “Withdraw” transaction can do action of “Edit”, “Copy 
as New Draft”, “Delete” and “Submit”. 
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3.5 Actions: Transaction Draft Approval 

3.5 (1) Approve the Transaction  

This section covers how an Authorised User approve the transaction draft submitted by 
Alternative Authorised User/ Company User. 

3.5 (1a) Method 1: From the table 

Step 1 On Transaction Draft Approval page, select the draft(s) by clicking the 
checkbox on the table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Approve”.  

Step 4 Confirmation of approval. 

* The Approved transaction will show in Transaction Record page. 
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3.5 (1b) Method 2: In Transaction Detail Page    

Step 1 On Transaction Draft Approval page, on the table, click into the draft.  

Step 2 
 

If redirected to Transaction Detail page of this draft, verify all the details 
and click "Approve" button to approve. 

Step 3 Confirmation of approval. 

* The Approved transaction will show in Transaction History page. 
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3.5 (2) Reject the Transaction  

This section covers how an Authorised User reject the transaction draft submitted by 
Alternative Authorised User/ Company User. 

 

3.5 (2a) Method 1: From the table 

Step 1 On Transaction Draft Approval page, select the draft(s) by clicking the 
checkbox on the table. 

Step 2 Click “Action” in the top of right-hand side of the page. 

Step 3 Choose “Reject”.  

Step 4 Confirmation of rejection. 

Step 5 Submit reasons of rejection. 

* The Rejected transaction will show in Transaction Draft Preparation page. 
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3.5 (2b) Method 2: In Transaction Detail Page  

Step 1 On Transaction Draft Approval page, on the table, click into the draft.  

Step 2 
 

If redirected to Transaction Detail page of this draft, verify all the details 
and click "Reject" button to approve. 

Step 3 Confirmation of rejection. 

Step 4 Submit reasons of rejection. 

* The Rejected transaction will show in Transaction Draft Preparation page. 
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103 
 

3.6 Product Inventory 
Product Inventory allows users to check products according to different criteria, as well 
as to check the transaction history of the product and to reconcile balance of selected 
products. 

3.6 (1) Product Inventory (Real-Time) - Reconcile Balance 

This section allows users to reconcile product balance in product inventory (Real-Time) 
page.  

Step 1 From the top side menu, click “Product inventory” and select “Product 
Inventory (Real-Time)”. 

Step 2 Select a row of data on the table of Product Inventory by clicking the 
check box. 

Step 3 Click reconcile balance button. 

Step 4 A pop up asking the user " Confirm to reconcile balance of the selected 
product(s)?”, click confirm. 

Step 5 Once redirected to product inventory table, check whether the last 
reconcile time is updated and rearranged to the top of the list. 

* Reconciled products should have an updated last reconciled time and rearranged to 
the top of the list. 
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3.6 (2) Product Inventory (Historic) 

This section allows users to view the closing balance of each traded product up to the 
previous day or earlier. 

Step 1 From the top side menu, click “Product inventory” and select “Product 
Inventory (Historic)”. 

Step 2 Click a row of a selected product to view its batch list. 

Step 3 Click a row of batch numbers to view batch transaction history. 

Step 4 Click a row of transaction to view its detail. 

* Can filter transactions in the batch transaction history by selecting a specific date range. 

* CSV Export: When export the data to a CSV file, it will include all columns, even if they 
are hidden in the original view. 
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3.7 Transaction Advanced Search 
This section allows users to search all transactions with advanced search criteria.  

Step 1 Go to Transaction Advanced Search page, you may 
Click “Transaction Advanced Search” from Landing page. Or 
 
From the top side menu, click “Transaction Management” and select 
“Transaction Advanced Search”. 

Step 2 
 

Click “Search” after selected criteria. 
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4 Module 4: Notification Management  

4.1 Notification Centre Page  
This section covers what actions can be taken under the notification centre.  

Notification types include useful information, requests and reminders sent by drug office.  
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4.2 Access Notification Centre 

This subsection covers how to access the Notification Centre. 

4.2 (1) Method 1: From Landing page  

Step 1 Click notification icon on header. 

Step 2 Click “Notification Centre”. 

 

4.2 (2) Method 2: From Landing page  

Step 1 Click “view all” from notification centre section. 

 

 


	1 Introduction
	2 User Management
	2.1 User Types
	2.2 How to Register an Authorised User Account
	2.2.1 Registering Authorised User Account
	2.2.2 User Registration – Creating New Password

	2.3 User Login
	2.3.1 Login with One Time Password/ e-Certification
	2.3.2 Login with iAM Smart

	2.4 User Login – Forgot Password
	2.5 User Login – Forgot User ID
	2.6 Landing Page
	2.6 (1) Authorised user
	2.6 (2) Alternative Authorised User/ Company User

	2.7 User: Account Settings
	2.7 (1) My Profile
	2.7 (2) Change User Password
	2.7 (3) Bind with iAM Smart
	2.7 (3a) Binding
	2.7 (3b) Unbinding

	2.7 (4) Bind with e-Cert
	2.7 (4a) Binding
	2.7 (4b) Unbinding

	2.7 (5) Server Token
	2.7 (5a) Generate Token
	2.7 (5b) Regenerate Token
	2.7 (5c) Terminate Token

	2.7 (6) Account Log out

	2.8 Authorised User: Add company user
	2.9 Authorised User: Edit Company Account
	2.10  Authorised User: Activate/ Disable User
	2.10 (1) Authorised User: Disable User
	2.10 (2) Authorised User: Activate User

	2.11  User Role conversion
	2.11.1 Transfer User Role (Performed by AU)
	2.11.1 (1) Authorised User (AU): Transfer User Role
	2.11.1 (2) Alternative Authorised User (AAU): Receive the Transferred Role
	2.11.2 Claim Authorised User Right (Performed by AAU)
	2.11.2 (1) Alternative Authorised User (AAU): Claim User Role
	2.11.2 (2) Authorised User (AU): Role Conversion Notification

	2.12 User Logout
	2.12 (1) Method 1: From Landing page
	2.12 (2) Method 2: In Account Settings Page


	3 Module 2: Transactional And Inventory Management
	3.1 Transaction Type and Transaction Nature
	3.2 How to Create New Transaction Draft
	3.2.1 Direct Web Entry
	3.2.1.1 General Steps
	3.2.1.1 (1) Create new transaction draft
	3.2.1.1 (2) Transaction Nature Selection
	3.2.1.1 (2a) If the transaction is late for submission (over 7 days)
	3.2.1.1 (2b) If the transaction submitted within 7 days

	3.2.1.1 (3) Product Selection
	3.2.1.1 (4) Transaction Preview
	3.2.1.1 (5) Submit Transaction Draft
	3.2.1.1 (5a) If you are Authorised User
	3.2.1.1 (5b) If you are Alternative Authorised User/ Company User


	3.2.1.2 Create new transaction with different transaction nature
	3.2.1.12(1) 2A/4A/7A/ML - IN/OUT - Wholesale
	3.2.1.12 (2) 2A/4A/7A/ML - IN/OUT – Return
	3.2.1.12 (3) 2A/7A/ML - IN – Import
	3.2.1.12 (4) 7A/ML - IN – Manufacture
	3.2.1.12 (5) 2A/4A/7A/ML - OUT – Dispose
	3.2.1.12 (6) 2A/4A/7A/ML - OUT – Damage
	3.2.1.12 (7) 2A/4A/7A/ML - OUT – Retention
	3.2.1.12 (8) 2A/7A/ML - OUT – Export
	3.2.1.12 (9) 4A - OUT – Dispense


	3.2.2 CSV Upload through CTR Website
	3.2.2.1 Page of CSV Upload

	3.2.3 Application Programming interface (API)

	3.3 Transaction Status and List
	3.3.1 Transaction Draft Preparation
	3.3.1 (1) Status of transaction draft
	3.3.1 (2) Status Lists of Transaction Draft
	3.3.1 (2a) Authorised user
	3.3.1 (2b) Alternative Authorised user/ Company User


	3.3.2 Transaction Record
	3.3.2.1 Transaction Change Log
	3.3.2.2 Authorised User: Edit Approved transaction


	3.4 Actions: Transaction Draft Preparation
	3.4 (1) Copy as New Draft
	3.4 (2) Submit
	3.4 (2a) Method 1: From the table
	3.4 (2a) Method 2: In Transaction Detail Page

	3.4 (3) Edit Drafts
	3.4 (4) Delete
	3.4 (5) Withdraw Pending Approval Transaction

	3.5 Actions: Transaction Draft Approval
	3.5 (1) Approve the Transaction
	3.5 (1a) Method 1: From the table
	3.5 (1b) Method 2: In Transaction Detail Page

	3.5 (2) Reject the Transaction
	3.5 (2a) Method 1: From the table
	3.5 (2b) Method 2: In Transaction Detail Page


	3.6 Product Inventory
	3.6 (1) Product Inventory (Real-Time) - Reconcile Balance
	3.6 (2) Product Inventory (Historic)

	3.7 Transaction Advanced Search

	4 Module 4: Notification Management
	4.1 Notification Centre Page
	4.2 Access Notification Centre
	4.2 (1) Method 1: From Landing page
	4.2 (2) Method 2: From Landing page



